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IT Consolidation

Description

HHS’ IT Consolidation effort involves the reduction of small operating division service sites from eight (8) to one (1), and the consolidation of IT services within each of the five large operating divisions by the end of 2003.  In addition, several cross-cutting consolidation efforts have been undertaken that are especially attractive due to the cost savings, avoidance, and/or performance enhancement potential they represent.

In consolidating IT infrastructure into fewer, more standardized units, the Department seeks to ensure that all operating divisions are able to meet their unique business objectives while achieving compatibility, interoperability, standardization and open communication.  IT consolidation also eliminates unnecessary duplication of functions and infrastructure.  While these efforts are aimed at establishing a standardized infrastructure where all network, hardware, software, and communications are maintained, operated, and managed, the ultimate aim is to support the Department’s efforts to achieve better government services at reduced cost.  
Initiative Goals

The goals of IT Consolidation are closely aligned to HHS service improvement and cost saving imperatives and are delineated as follows:

	Goal 1  (
	Establish Service Level Agreements among operating divisions to better define roles, coordination, and task area ownership.

	Goal 2  (
	Improve utilization rates of IT assets such as bandwidth, disk, CPU and server capacity.  

	Goal 3  (
	Improve availability of systems and assets.

	Goal 4  (
	Achieve enterprise-wide data and architecture standards.

	Goal 5  (
	Establish performance measures and accountability systems to allow for more effective management of IT resources and initiatives.

	Goal 6  (
	Achieve consistency of services across the Department.  

	Goal 7  (
	Achieve a net reduction in the number of assets dedicated to like functions.  

	Goal 8  (
	Achieve uniformity of operations, service and skill sets of contractors, employees as well as customers/users to accomplish standardization of data.  Manage expectations of data look, access, feel and service.


Scope

The scope of this initiative extends to all HHS OPDIVs.  Consolidation activities are occurring within each large OPDIV as well as across the small OPDIVs.  In addition, several cross-cutting consolidation efforts have been undertaken that are especially attractive due to the cost savings, cost avoidance, and/or performance enhancement potential they represent.

Justification

Alignment with the HHS Strategic Plan

The IT Consolidation initiative supports each of the Department’s goals indirectly through the improvement of management practices.  The Initiative supports Goal 8 directly:

	HHS Goals
	HHS Objectives
	Description of Alignment

	Goal 8

Achieve excellence in management practices.
	Objective 8.1

Create a unified HHS` committed to functioning as one department.
	This initiative establishes a single enterprise information technology infrastructure as a means to improve cost-efficiency of IT investments and improved performance toward each of HHS’ goals.

	
	Objective 8.5

Enhance the use of IT in service delivery and record keeping.
	This initiative directly aligns with this objective as it furthers the use of IT in creating a more efficient, effective, and secure operating environment within HHS.  It promotes improved communication and collaboration among customers / stakeholders, while enhancing the ability to conduct business transactions.


Alignment with IT Strategies

While HHS’ IT consolidation efforts support, indirectly, each of the Department’s IT strategic goals, its primary focus is on IT goal 3 and the related objectives that achieve it:

	IT Goals
	IT Objectives
	Description of Alignment

	Goal 3

Implement an enterprise approach to information technology infrastructure and common administrative systems that will foster innovation and collaboration.
	Objective 3.1

Establish a basis for consolidated infrastructure to achieve interoperability and communication among operating divisions.
	HHS’ IT Consolidation Initiative provides the basis for a consolidated IT infrastructure. By formalizing frameworks such as the Small Operating Division IT Consortium, Consolidation of Common IT infrastructures within the large OPDIVs and by implementing plans for consolidation of similar programmatic functions and systems across traditional operating division lines of distinction, the IT Consolidation effort will assist in the achievement of interoperability and communication among operating divisions.

	
	Objective 3.3

Enable the unification and simplification of similar IT business processes and services within and across operating divisions.
	In creating a formal construct for the advancement of enterprise-wide IT consolidation efforts, the HHS Consolidation Initiative enables the unification of similar business processes within and across operating divisions while capitalizing on the common support service skill sets, streamlining contract administration costs, as well as establishing a common base skill set for portability and a common customer skill sets thereby managing operational as well as systemic expectations.


Alignment with Security Efforts

IT Consolidation is directly related to the improvement of HHS’ security posture.  To the extent that the proliferation of diffused, multiple, duplicative functions across the Department has had a direct correlation to security vulnerability, the assertion of better organization and management over such systems is tantamount to better systems security.    Inherent to HHS’ consolidation efforts is the centralization of multiple and duplicative functions and systems.  HHS IT Consolidation efforts are also undertaken in close coordination with HHS security policies and subject to review by the Department’s Chief Security Officer and Operating Division Information Systems Security Officers (ISSOs).

Alignment with E-Gov Efforts

Insofar as the President’s Management Agenda e-Gov Initiatives call for the transformation and automation of government to better respond to customer needs, HHS’ IT Consolidation Initiative is closely aligned with Federal e-Gov efforts.  By improving information technology management, simplifying business processes and associated IT systems, and unifying information flows across lines of business, the IT Infrastructure Consolidation initiative will advance e-Gov principles.

Approach 

Overview

While HHS is comprised of operating divisions representing broad diversity in size, scope, resources, and geographic locations, there exist significant opportunities for modernizing, streamlining, consolidating, and improving the HHS IT infrastructure as a means to reduce costs and improve performance.  As such, HHS is undertaking a multidimensional approach to IT consolidation.  Several of the larger HHS agencies (CDC, CMS, FDA, IHS, NIH) are undertaking efforts at internal IT consolidation to pave the way for future interagency consolidation efforts.  The eight remaining agencies have formed an HHS Consortium  (ACF, AOA, AHRQ, CMS, OIG, OS, PSC and SAMHSA) for IT Infrastructure Consolidation.  In addition, several programmatic cross cutting consolidation efforts are underway and are described in the subsequent sections.

HHS Large OPDIV IT Consolidation

Each large OPDIV will internally consolidate core IT infrastructure services, including: e-mail, server administration, network services, help desk support, and security services under a central IT organization led by the OPDIV CIOs and Chief Technology Officers (CTO) as a managing board.  Each large OPDIV will leverage performance-based contracts, SLAs, standard operating procedures (SOP) and solutions, and enterprise-wide plans to achieve a consistent level of service across each organization.  As part of this consolidation effort, specific actions will be taken in the following areas:

· Consolidation of security services under a single overarching security program as required by Federal laws and directives including, but not limited to Presidential Decision Directive (PDD)-63, OMB Circular A-130, and Government Information Security Reform Act (GISRA).  This security program must establish the security organization, management controls, operational controls, and technical controls.

· Consolidation of Help Desks, within each OPDIV, to a single service provider, which may be comprised of Federal staff and one or more contract staff..  It is anticipated that Tier I Help Desks will be consolidated, HHS-wide, to provide a unified call center for all OPDIV Help Desks.  
· Consolidation of the infrastructure organization to a single organization which administers and operates servers supporting functions such as web, database, file, print, application, e-mail, network authentication, and remote access servers.  Each OPDIV must also ensure that it develops a unified OPDIV continuity of operations plan (COOP), including data backup and recovery.

· Development and documentation of an enterprise architecture (EA) that is integrated with the HHS EA, while ensuring compliance with requirements in OMB Circulars A-130 and A-11.

Additionally, each of these Large OPDIVs is undertaking internal consolidation efforts that can ultimately be scaled to achieve cross cutting consolidation objectives.  These efforts are highlighted in the following sections: 

Centers for Disease Control and Prevention (CDC)   

· Conversion from MS Mail to MS Exchange resulted in a 63 percent reduction in e-mail servers, and the planned conversion to MS Exchange 2000 will realize even further server consolidation.

· Network upgrades afforded a 58 percent reduction in network routers and a 67 percent reduction in network switches and hubs.  The planned upgrade to Windows 2000 operating system will yield additional reductions in network infrastructure equipment.

· Implementation of the National Electronic Disease Surveillance System (NEDSS) will accomplish a substantial reduction in the number of separate public health surveillance systems.

· Development of a mid-tier data center and storage network will consolidate servers and data storage, while implementation of a centralized helpdesk infrastructure at CDC will consolidate helpdesks.

Centers for Medicare and Medicaid Services (CMS)   

· Reorganized and restructured to consolidate responsibility for all enterprise IT functions supporting critical operations, including Medicare claims payment and processing.

· Established an enterprise-wide IT investment management and governance process.

· Consolidated IT purchasing and support services.  
· CMS consolidated responsibility for all enterprise-wide IT functions within the Office of Information Services, under the CMS Chief Information Officer (CIO).  The Office of Information Services (OIS) was assigned responsibility for the large enterprise-wide systems and infrastructure that support critical business operations--including supporting Medicare claims payment and processing.  In addition, those functions of the CIO specifically identified within the Clinger-Cohen -- IT architecture, investment planning and management, systems quality assurance, performance assessment--were realigned to report directly to the CIO.  
Food and Drug Administration  (FDA)  

· FDA is undertaking the creation of an IT Shared Services organization that will consolidate IT infrastructure functions across the Agency into one organization.  The IT Shared Services organization will report to the Agency CIO and provide IT services to all Centers.

· Consolidate IT Capital Planning and improve IT investment process and linkage to the Agency budget process.

· Utilize an Enterprise Architecture to improve the design, build and implementation of information systems.

· Establish a dedicated office to implement consistent project management processes to CMM II.

· Leverage IT procurement across the Agency and utilize Department leverage where possible.

· Standardize technology from desktop to application development tools.

· Create processes for using a matrix delivery of IT services across the Agency.

· Consolidate IT Security functions.

· Develop disaster recovery capabilities within our COOP initiative.

Indian Health Service  (IHS)

· Increased standardization.

· Consolidation of servers.

· Consolidation of contract vehicles.

· IHS IT supports a decentralized and widely dispersed organization by concentrating IT resources at its Federal headquarters, twelve area offices, and our largest health care facility locations.  In general, IHS IT is acquired centrally, often in collaboration with the Department of Veterans Affairs, and implemented locally, as close as possible to the point of service.  
National Institutes of Health (NIH)  

· The NIH Computer Center successfully hosts a number of critical HHS applications, including the Department’s Payment Management System and the legacy personnel-payroll system. 

· Instituted large-discount, bulk purchase of standard desktop software via the Information Systems Designated Procurement (ISDP), which supports NIH and several other HHS agencies.  The ISDP provides significant cost reductions for software licensing through multi-year, large-volume license agreements and also saves administrative overhead costs.  NIH has provided its ISDP services to more than 54,000 customers, including 84% of HHS personnel and all of NIH.  Nearly $12 million dollars are saved annually through this program. 

· Developed a closed firewall policy that blocks all unnecessary traffic and only allows electronic traffic required to conduct the NIH mission.

· Managed the NIH Incident Response Team, which assures the security of NIH information while maintaining connectivity and interoperability throughout NIH.  The IRT serves as an enterprise-wide focal point for identifying vulnerabilities, investigating incidents, and conducting corrective actions at NIH.  NIH also developed a central tracking repository that will generate performance metrics based on the status of all vulnerabilities, incidents, and compromises. 

· Established and implemented a policy for centralizing the deployment and use of wireless network technology at the NIH.  This consolidated approach to registering and securing wireless devices protects NIH resources and data from security threats, improves incident response for wireless issues, and mitigates interference among wireless technologies.

· Implemented an enterprise-wide training approach through the NIH Computer Security Awareness Project.  This user-friendly, web-based course also tracks employee and contractor participation.  All users of NIH computer resources are required to take this course.  

· Developed an NIH Enterprise Architecture concept to address the NIH enterprise-wide systems as well as their business relationships and interdependencies with IT infrastructure and cross-system integration.  The NIH EA will provide common models, frameworks, and standards by which to build shared NIH enterprise systems and a secure and robust core IT infrastructure.

HHS Consortium for IT Infrastructure Consolidation

The Small OPDIV Consortium has been established to create a central IT services organization comprised of redeployed Small OPDIV staff supplemented by contract staff.  This organization provides centralized infrastructure services such as help desk support, desktop, servers, network, and security services to the small OPDIVs and reports to HHS Office of Information Resource Management (OIRM).  
A master Service Level Agreement (SLA) has been established for common infrastructure-related systems and services across the small OPDIVs.  This SLA requires an executive board that maintains and manages accountability for service levels provided by the central services organization.  Additional SLAs will be established for each of the eight small OPDIVs for the provision of unique, OPDIV-specific infrastructure-related systems and services.  The central IT services organization will utilize performance-based contracts to ensure that IT services meet the needs of the OPDIVs and that service providers are accountable for meeting their commitments.  
The Consortium meets regularly and is developing detailed consolidation plans that will be provided to CIO Council members.  This effort will be reviewed by the Department Information Technology Investment Review Board (ITIRB) to ensure compliance with Department-wide cost and schedule.

The goal of this Consortium is to provide a common standardized utility to best meet HHS individual member and corporate “one department”  goals and needs.  The vision of the Consortium is to provide standardized, optimal levels of IT resources and services to meet individual member needs while eliminating unnecessary duplication.  It also sets the standardization of data structures to enable portability of data and for common skill sets for both contractor and employees, as well as for customers.

The eight HHS agencies forming the HHS Consortium for IT Infrastructure Consolidation are:

· Administration for Children and Families (ACF), 

· Administration on Aging (AoA), 

· Agency for Healthcare Research and Quality (AHRQ), 

· Health Resources and Services Administration (HRSA), 

· Office of the Inspector General (OIG), 

· Office of the Secretary (OS), 

· Program Support Center (PSC), and 

· Substance Abuse and Mental Health Administration (SAMHSA).

Cross-Cutting IT Consolidation Efforts

Program Teams

HHS has established Program Teams under the HHS CIO Council to address enterprise-wide elements of the HHS Enterprise IT Strategic Plan for FY 2003 – FY 2008.  The program teams are authorized and accountable for components such as IT Security, Network Modernization, Enterprise Directory, HHS Web Portal, Section 508 compliance, and Public Key Infrastructure (PKI).  
Server Consolidation 

The goal of HHS’ server consolidation efforts are to reduce the number of servers while providing maximum availability, security, and performance.  The benefits that result from this effort involve reduced investment in server hardware and a reallocation of support personnel to other worthwhile activities.  The desired state of HHS’ server consolidation effort includes the operation and maintenance of fewer servers and the replacement of antiquated, underutilized, and redundant systems through the leveraging of current technology, the establishment of consolidated operating systems, and the development of architectures that are more reliable, secure, and high performing.  In addition, the establishment of a more efficient, effective server infrastructure will enable the Department to reallocate system administration personnel to other important IT projects.

The Department is undertaking a three-part strategy for achieving meaningful server consolidation without compromising the availability of critical services.  Part One involves an evaluation of opportunities to consolidate server infrastructure internal to each of the large OPDIVs.  Priority for this effort is to be placed upon those opportunities that require minimal resource investment, present minimal business risk, and involve minimal coordination among business area and IT groups such as:

· Core network servers (domain name, domain controllers),

· File and print servers (user files, shared data, print),

· Administration and management servers (remote control/terminal, network monitoring).

In Part Two of its server consolidation strategy, the Department will identify opportunities for the consolidation of enterprise applications and other large-scale application and database systems.  E-mail is included in this category since all HHS personnel use it and because it is a critical success factor in the achievement of organizational consolidation.  
Part Three of HHS’ server consolidation strategy concerns the consolidation of the eight small OPDIVs.  Currently, the Department is designing a centralized IT organization to serve the small OPDIVs.  Implementation of a single IT organization will drive the provision of central infrastructure related services such as e-mail, and file and print services.  
Help Desk Consolidation 

The desired state of HHS’ Help Desk consolidation efforts involves a federated approach, rolling up help desks into a standard service package within each OPDIV.  In addition, Tier I Help Desk services are to be consolidated, where appropriate, on an enterprise-wide basis allowing for the realization of significant economies of scale and for a consistent level of service across the OPDIVs.  Finally, any Help Desk Consolidation effort must involve improved service, cost controls, and performance measures, or metrics, as a means to establish accountability and encourage optimal performance.  For program areas such as scientific research that require unique IT platforms, a minimum level of decentralization will be allowable to ensure that Help Desk staff assigned to these areas possess appropriate technical expertise.
HHS’ approach to Help Desk Consolidation involves the deployment of properly trained staff with necessary certifications (A+, Help Desk 2000) at appropriate service levels (Tier I, Tier II, Tier III).  In addition, policies, processes and procedures will be established, communicated and reviewed periodically in order that a consistent, appropriate level of services can be delivered across the HHS organization.  Key policies, processes, and procedures to be implemented include:

· Service Level Agreements – These define the services OIRM will perform and establish agreed upon performance/service level targets.

· Technology Standards – These define hardware, software and peripherals that OIRM will support.

· Asset and Configuration Management – Provides a mechanism for review, approval, and implementation of labor changes to desk top environment including upgrades, replacements or office moves.

· Escalation Procedures – Define the triggers and procedures to escalate calls to the next tier or vendor and ensures accountability and ownership problems.

· Customer Outreach – Establishes the frequency and ways OIRM will keep users informed of outages, new offerings, helpful hints, and project progress.

· Incident Tracking – Defines the entering, tracking, response and close-out of user inquiries.  
From a technology perspective, the HHS’ Help Desk Consolidation effort will also investigate best practices from within and outside HHS to identify technology for improving performance.  This effort will include a review of desktop hardware and software to improve performance, add functionality, and improve security.  Additionally, all proprietary applications will be tested to ensure compatibility with operating systems.  The Department will deploy and utilize desktop management tools to respond more quickly to the users, to provide self-service resources, and to gain better control of desktop assets for planning and budgeting purposes.

A final key element of HHS’ Desk Top Consolidation effort involves the establishment of metrics to measure the performance of staff, effectiveness of processes and procedures, and reliability and effectiveness of the technology.  The key is that these metrics are useful, measurable, and improvable.  The service level agreements will be the primary method of communicating these metrics.  Some of the key metrics under consideration include:

· Response Time- Time between initial call and Help Desk acknowledgement of request.

· Resolution Time – Time from call initiation to call resolution.

· Customer Satisfaction 

· Problems by Category – Identifies issues occurring most frequently.

Unified e-Mail 

The desired state of HHS’ enterprise-wide e-mail service involves three primary elements.  First, the system will involve a single point of access for monitoring and administering an enterprise-wide e-mail infrastructure eliminating the need for e-mail infrastructure to be housed independently in each of the OPDIVs.  Second the system will allow for a single e-mail support and administration function enabling HHS to realize a consistent level of service as well as cost savings associated with improved negotiating power with vendors.  Third, and perhaps most importantly, the desired state of HHS’ unified e-mail effort involves the provision of a uniform, department-wide e-mail and calendaring function that supports and provides compatibility to each of HHS’ 65,000 e-mail users.  A description of the approach and additional details for the unification of e-mail can be found in Appendix D.8 Enterprise E-Mail Strategy.

Network Modernization 

The desired state of HHS’ network modernization effort is to provide a robust computing environment with the highest levels of customer service, security, efficiency, and standardization in order to enable the networked end-user to be more productive and efficient while reducing unnecessary capital and recurring cost.  Specifically, this project is intended to meet eight goals defined in HHS’ IT Strategic Plan:

· Use voice and data communications technologies as key enablers for accomplishing HHS business goals.

· Establish and resolve short-term critical requirements.

· Develop a strategic voice and data network architecture.

· Develop and implement a network architecture optimization capability.

· Develop a telecommunications technology insertion plan.

· Establish and maintain a “Best Telecom Practices” repository.

· Plan aggregation of circuits for an optimal network.

· Develop appropriate operations and maintenance structures and procedures.

HHS’ approach to network modernization involves the consolidation of WAN circuits, and inventory of IT assets, and analysis of the technology and business requirements that should drive design of the consolidated HHS network.  In addition, all network consolidation/modernization efforts are to be coordinated by a network modernization program team.  This team consists of representatives from HHS divisions and agencies and the Office of the Secretary and is chaired by an NIH program manager: 

· IT Asset Inventory - HHS has taken on and completed this task internally, inventorying all IT assets connected to the HHS network.  This inventory document will be a living document used to accurately track IT assets in the future.

· Circuit Consolidation - Also occurring is an effort to first document and then consolidate WAN circuits across the HHS network.  It in effort to reduce recurring costs, HHS has awarded a contract to locate and document all telecommunications circuits being used for the HHS data network.  Once these circuits have been documented, HHS will develop a plan for retention, elimination, and consolidation for these circuits.

· Technology and Business Requirement Studies - HHS has issued a contract to conduct an analysis of potential technologies for supporting HHSNet.  HHSnet will function a single WAN for all HHS agencies and regions.  This network will be used to replace the multiple separate WANs currently used by the HHS agencies.

· Separately, HHS has also contracted to conduct a business requirements analysis to determine the construct and sizing of the WAN by looking at which systems communicate with each other and which systems users communicated with as well as the average bandwidth needed to facilitate this communication.  It is the business requirements that must drive the final design of the HHS network.

· Finally, in order to manage a consolidated enterprise network, the HHS will establish a centralized network support/administration office as well as a centralized network monitoring capability.  
Milestones

Key milestones for the HHS IT Consolidation initiative are as follows:
	Milestone – Small OPDIVs
	Completion Date

	Consolidation Master SLA
	March 2003

	Charter ratified by HHS CIO Council
	April 2003

	Consolidation Planning Guide completed 
	May 2003

	Consolidation fully implemented
	October 2003


	Milestone – Large OPDIVs
	Completion Date

	IT services fully consolidated
	October 2003


Reporting Requirements

The IT Consolidation initiative has the following reporting requirments:

	Reporting Requirement
	Frequency

	HHS CIO Council
	Quarterly


Performance Goals and Measures

The following performance goals and measures are defined for the IT Consolidation initiative:

	Initiative
Goals Supported
	Existing Baseline
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY 2003

	All initiative goals.
	Decentralization of IT asset investment has led to unneeded system redundancy, duplication, and inefficiencies.
	Cost-effective IT investments.
	Return on Investment.

	Goal 2

Improve utilization rates of IT assets such as bandwidth, CPU and server capacity.
	Decentralization of IT asset investment has led to unneeded system redundancy, duplication, and inefficiencies.
	Efficient use of IT resources and assets.
	Utilization rates of IT assets such as bandwidth, CPU and server capacity.

	Goal 3

Improve availability of systems and assets.
	Decentralization of IT asset investment has led to unneeded system redundancy, duplication, and inefficiencies.
	Increased system reliability.
	Percentage of system downtime.

	Goal 5

Establish performance measures and accountability systems to allow for more effective management of IT resources and initiatives.
	Decentralization of IT asset investment has led to unneeded system redundancy, duplication, and inefficiencies.
	Maximum help desk performance and efficiency.
	Cycle time of average help desk request.

Call volume

	Goal 7

Achieve a net reduction in the number of assets dedicated to like functions.
	Decentralization of IT asset investment has led to unneeded system redundancy, duplication, and inefficiencies.
	Elimination of duplicative IT functions and assets.
	Net reduction in number of assets dedicated to like functions.

	Goal 6

Achieve consistency of services across the Department.

Goal 8

Achieve uniformity of operations, service and skill sets of contractors, employees as well as customers/users to accomplish standardization of data.
	Decentralization of IT asset investment has led to inconsistency of service and performance across the Department.
	Consistency of IT services and performance.
	Results of semi-annual user survey.

	All initiative goals.
	Decentralization of IT asset investment has led to inconsistency of service and performance across the Department.
	Reduced Maintenance costs through centralized services.
	Annual system maintenance cost.


Risk Mitigation
The table below indicates the risk inventory and assessment for the HHS IT Consolidation initiative:
	Risk
	Description
	Probability
	Mitigation Strategy
	Status

	Organizational
	Institutional resistance to consolidation efforts.

Diffused reporting protocols, authorities.
	High
	Outreach/
communications effort to ensure maximum stakeholder buy-in.

Consolidation Planning Guide will formalize policies and procedures.

Proposed incentives around collaborative, interdivisional efforts.
	Innovative strategies to mitigate against org risks are being considered.

	Business
	Consolidation should ease business functions, however organizational risks (above) limit effectiveness in achieving business objectives.

Risk that unique functions are limited by centralization.

The greatest risk to HHS ability to conduct business exists by not finding efficiencies and enhanced performance opportunities.
	Low
	Formal contract and project management procedures will ensure greater business efficiency.

Outreach/
communications effort to ensure maximum stakeholder buy-in.

Consolidation Planning Guide will formalize policies and procedures. 

Proposed incentives around collaborative, interdivisional efforts.

Distinct functions are allowed to remain distinct from overall consolidation.
	Managed

	Data/Info
	Obstacles to Integration of dissimilar data and systems. 
	Low
	Stakeholder input ensures reasoned, incremental integration.
	Managed

	Technology
	Integratation will bring about larger technology solutions.  Risk exists that omnibus solutions could leave behind unique OPDIV functions.
	Low
	Distinct functions are allowed to remain distinct from overall consolidation.

Stakeholder input ensures reasoned, incremental integration.
	Managed

	Strategic
	Consolidation ensures improved achievement of strategic objectives and easier institutionalization of strategic objectives. 
	Low
	Annual IT Strategic Planning Process.
	Managed

	Security
	Consolidation brings about reduced points of failure but broader access to critical division data. 
	Medium
	Periodic security audits of IT consolidation efforts.

Redundancy where appropriate.

Extensive security testing of systems/solutions prior to implementation.

Strict configuration management prior to release.

Development of security policies associated with all releases.

User security training.

Use of appropriate separation of duties.

Following best practices of other agencies.
	

	Privacy
	Broader access to critical division data increases likelihood of security breach.
	Medium
	Regular and unplanned privacy. 

Extensive privacy testing of systems/solutions prior to implementation.

Strict configuration management prior to release.

Development of privacy policies associated with all releases.
	Managed

	Project Resources
	Sufficient, skilled resources.
	Medium
	Manage the project with Earned Value Management processes.

Utilize Performance-Based Contracting.
	Managed

	Schedule
	Overrunning planned implementation period.
	Medium
	Managed through use of:

Earned Value Management (EVM) process, commercial software products, with limited customization, detailed work breakdown structures and effective project management practices.
	Managed

	Initial Costs
	Some switching costs could result in short term cost increases.  
	High
	Minimized through project cost/benefit analysis and improved negotiating capability resulting from consolidated purchasing power.
	Managed

	Lifecycle Costs
	Reduced lifecycle costs are inherent to the key objectives of IT consolidation.
	Low
	Larger, less frequent equipment purchases.
	Managed

	Reliability of Systems
	Reliability risk is greater under decentralized, baseline scenario.
	Low
	Obsolescent, unreliable systems will be reduced over time through cost efficient, enterprise IT investments and infrastructure.
	Managed

	Dependability, Interoperability
	Initiative allows for greater inter- operability, dependability of systems.
	Low
	Inter-operating division collaboration in IT consolidation efforts.
	Managed

	Technical Obsolescence
	Obsolescence of software and hardware.
	Low
	Consolidation decreases the likelihood of technical obsolescence. 
	Managed
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