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Managed Security Services

Description

The Managed Security Services initiative is managed by OIRM, under the supervision of the HHS designated Senior Information Security Officer.  It includes intrusion detection systems (IDS), vulnerability scanning, forensic analysis and related services.

Goals

The Managed Security Services program team identified four goals for this initiative:

	Goal 1  (
	Establish an incident response program which helps prevent, detect, and manage information security incidents for HHS.

	Goal 2  (
	Provide a standardized process for identifying network vulnerabilities.

	Goal 3  (
	Implement a standardized process for responding to information security incidents in a timely manner.


Scope 

The Managed Security Services program includes Intrusion Detection and Vulnerability Scanning Architecture Planning, Intrusion Detection to include installation of devices and network monitoring services, and firewall management. Additionally, the project includes Vulnerability Scanning of HHS networks, servers and systems.  The Managed Security Services project is designed to provide a comprehensive information security incident management process that helps HHS simultaneously prevent and adequately respond to information security incidents throughout all HHD OPDIVs. HHS Intrusion Detection and Vulnerability Scanning activities will be incorporated in the HHS SOC as to ensure a repeatable and standardized process for all of HHS.

Justification

Alignment with the HHS Strategic Plan

Managed Security contributes to achieving many of the HHS goals and objectives.  However, it directly aligns with the following HHS strategic goals:

	HHS Goal
	HHS Objective
	Description of Alignment

	Goal 2

Enhance the ability of the Nation’s healthcare system to effectively respond to bioterrorism and other public health challenges.
	Objective 2.1

Build the capacity of the health care system to respond to public health threats in a more timely and effective manner, especially bioterrorism threats.
	The Managed Security Services initiative creates a centrally managed, comprehensive network Intrusion Detection program designed to provide the highest levels of confidentiality, integrity and availability necessary to protect the Department information and information resources.  In order to effectively respond to national health emergencies or crisis, the Department’s OPDIVs need access to information repositories, as well as the ability to communicate effectively with other Federal organizations. The Department’s ability to achieve its mission, particularly in the event of a nation-wide health emergency, is heavily dependent on its information networks providing both internal Department connectivity as well as external connectivity.  Providing adequate levels of protection for these networks and the information they store and transmit is therefore paramount to the Department mission and in direct support of HHS Goal 2.  

	Goal 8  


Achieve excellence in management practices.
	Objective 8.1

Create a unified HHS committed to functioning as one Department.
	The Managed Security Services initiative employs best practices from the Federal government and leading organizations to significantly improve the Department’s information security management practices. 

	
	Objective 8.5

Enhance the use of IT in service delivery and record keeping.
	This initiative directly aligns with this objective as it furthers the use of IT in creating a more efficient, effective, and secure operating environment within HHS.  It promotes improved communication and collaboration among customers / stakeholders, while enhancing the ability to conduct business transactions.


Alignment with IT Strategies

Managed Security Services also contributes directly to the following HHS IT goals:

	IT Goal
	IT Objective
	Description of Alignment

	Goal 1

Provide a secure and trusted IT environment.
	Objective 1.1

Enhance the confidentiality, integrity, and availability of IT resources.

Objective 1.2

Protect IT assets and resources from unauthorized access or misuse.

	The Managed Security Services initiative is intended to provide increased information assurance for HHS by establishing a comprehensive Intrusion Detection System and Vulnerability Scanning process designed to continuously monitor network activity, to identify vulnerabilities and to detect anomalous activity in a timely manner. One of the intended objectives of the HHS information security program is to provide a secure and trusted IT environment in which all HHS information assets are afforded adequate levels of confidentiality, integrity and availability.


Alignment with E-Government Efforts

The Managed Security Services initiative supports E-Government efforts as its activities are, among other goals discussed, intended to help bring the Department into compliance with the E-Gov Act, specifically Subtitle III, Information Security. It does so by:

· Establishing a comprehensive Intrusion Detection Program designed to help HHS Operating Divisions protect their networks from attack and unauthorized intrusions to fulfill the requirement of the E-Gov Act, specifically Subtitle III, Information Security.

· Supporting the HHS SOC operation by providing timely information pertaining to security incidents that can be used to mitigate damage.

Management of the Initiative

The HHS CIO and the HHS Senior Information Security Officer will manage the Managed Security Services initiative to include development of appropriate program plans, implementation strategies and activities, and project oversight.  

Milestones and Deliverables

OIRM, as the responsible organizational entity for the Managed Security Services initiative, ensures the fulfillment of the following milestones. 
	Milestone
	Completion Date

	HHS Network Analysis
	Completed

	Project Plan Development
	February 28, 2003

	Incident Managed Process
	March 28, 2003

	IDS Installation and Configuration
	May 30, 2003

	Incident and Alert Notification
	June 27, 2003

	Intrusion Analysis 
	Ongoing

	Perform Event Notification, Recommended Corrective Actions
	Ongoing

	Remediation and Forensic Analysis
	Ongoing

	HHS and OPDIV Incident Reports
	Ongoing

	Vulnerability Scanning
	Ongoing

	Transition to Government Operating Procedures
	If required


Reporting Requirements

The Senior Information Security Officer will track and monitor project status through the following reporting requirements.

	Reporting Requirement
	Frequency

	Status Report
	Monthly


Performance Goals and Measures

The Managed Security Services program team defined the following performance goals and measures.

	Goals Supported
	Existing Baseline
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY 2003-2004

	· Establish an incident response program which helps prevent, detect, and manage information security incidents for HHS.
	Currently, HHS does have a comprehensive, enterprise Intrusion Detection System capable of detecting intrusions throughout the HHS network and all its OPDIVs.
	Deploy and operate Network IDS system to all required HHS sites.
	· Percentage of sites required to deploy network IDS systems that have been installed and deployed. 

	· Provide a standardized process for identifying network vulnerabilities.
	Current process for identifying network vulnerabilities is not standardized across all HHS OPDIVs.
	Provide network vulnerability advisories and alerts to all HHS OPDIVs.
	· Number of advisories and alerts issued to all HHS OPDIV by the HHS incident response center.

	· Implement a standardized process for responding to information security incidents in a timely manner.
	HHS does not currently have in place a method to ensure consistent detection of information security incidents.
	Consistently detect between (Fred insert percentage) and (Fred insert percentage) of all network information security incidents.
	· Percentage of incidents detected by the HHS incident response center.

	· 
	Average amount it takes to respond to a security incident is currently unknown.
	Average amount of time it takes to respond to information security incidents varies between (Fred insert time) and (Fred insert time).
	· Average amount of time it takes to complete incident response process for a potential or actual incident.

	· 
	OPDIVs submit incident response information to the incident response center on a sporadic basis.
	Increase OPDIV incident reporting to incident response center to (Fred insert percentage).
	· All OPDIVs submit incident response information to the incident response center.

	· 
	Elapsed time between incident detection and mitigation is currently unknown.
	Begin mitigation of or response to detected information security incidents between (Fred insert time) and (Fred insert time).
	· Amount of time it takes for incident response personnel to begin mitigation and/or response of a potential or actual incident.


Risk Mitigation
The Managed Security Services program team identified the following risks and developed strategies to mitigate those risks.

	Risk
	Description
	Probability
	Mitigation Strategy
	Status

	Cost
	Lack of funding necessary to complete all project activities.
	Low
	Secure funding for all project activities prior to procuring support for such activities.
	Fully Funded

	Dependency
	Lack of necessary coordination with all affected HHS OPDIV.
	Medium
	Establish periodic meetings and other forums to communicate project progress and exchange information.
	Ongoing

	Technical Compatibility
	Hardware and software for IDS is incompatible with current HHS architecture.
	An Architecture Plan will be developed prior to hardware and software procurement
	Architecture has been developed and IDS are successfully deployed throughout the Department.
	Managed
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