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Active Directory Implementation

Description

HHS is the U.S.  Government’s principal agency for protecting the health of all Americans and providing essential human services and public health resources including related information services.  In carrying out its mission, HHS works closely with state, local, and tribal governments, corporations, and the general public.  HHS must be able to communicate electronically and securely with these organizations and individuals in order to collect, receive, record, and transmit the vast amount of sensitive information it manages (including information of financial, legal, medical, contractual, and national security concern).  At present there is no common underlying network operating system in place within and between HHS agencies to facilitate the following Information Assurance (IA) enabled information technology (IT) features required for a system to be certified against National Institute for Standards and Technology (NIST) Common Criteria requirements:

· Sensitive Data Protection Devices,

· Directory Services,

· Virtual Private Network,

· Software Signature Creation Device,

· Single Sign On,

· Network Management, and

· Desktop Management.

The lack of a robust, secure, fault tolerant, distributed network operating system directory service also has a negative impact on practical daily operations resulting in the lack of the functions of a single global access lookup facility for email and specific contact services, difficulty in accessing or entering information to or through directories or applications maintained separately across agency system boundaries, inconsistent voice/video/data transmission and reception qualities between agencies, limited web service available through disparate web portals, and the inability of agencies to use interagency provisioning and interagency protective services.

The lack of a consistent HHS IT enterprise architecture also has a deleterious effect on the future development of applications and modernization and migration to current technologies found in modern commercial off the shelf (COTS) network operating systems (NOS).  The implementation of a common, proven, well supported and secure NOS can provide the support of the functions of an integrated architecture without becoming the focus of internal political battles.  The Active Directory Implementation (ADI) initiative seeks to circumvent those differences highlighting instead the ability to integrate disparate systems, multiple domains in a federated environment, agency autonomy or consolidation according to the decisions reached outside the scope of this action plan, and the integration of legacy email and other data repositories as efficiently and quickly as possible.

Initiative Goals

The HHS ADI initiative has the following goals:
	Goal 1  (
	Design and build the enterprise-wide infrastructure needed to implement Active Directory as the network operating system (NOS) directory service among all HHS agencies.

	Goal 2  (
	Design, implement and complete the migration of disparate, fractional and legacy agency network operating systems to the W2K AS AD NOS at a minimum, extending to the completion of migrations to the Windows Server 2003 AD platform.

	Goal 3  (
	Implement AD in native mode across all agencies, while designing and configuring these systems to be in compliance with NIST Common Criteria Certification requirements for either W2K AD AS SP3 (ADv1) or for Windows Server 2003 (ADv2), whichever the case may be.


Scope 

The HHS ADI initiative is the timely implementation of a secure, robust, fault tolerant HHS Enterprise-wide network operating system directory service.  The customers for this initiative include every person and organization involved in conducting electronic business transactions within and without HHS.  This would include all HHS employees, business partners, applications and systems interfacing with HHS including all domestic and international government agencies, and citizens.  The ADI will enable the use of cross cutting applications, the support of federated domains, and therefore the functionality of a “One HHS – One Network.”

The implementation of a common network operating system directory service has many benefits for each agency and for HHS as a whole including shared knowledge among design and implementation professionals, among IT managers and system administrators, and among users.  The economies of scale in the resulting reuse of not only AD information but also design, implementation and administration information are potentially enormous.
Justification

The mission of HHS includes the enhancement of the health and well-being of Americans by providing for effective health and human services and by fostering strong, sustained advances in the sciences underlying medicine, public health, and social services.  The HHS ADI directly supports the HHS Strategic Plan.  It will enable HHS to effectively and efficiently achieve E-Government objectives for service to citizens and business partners.  It will improve the operation of government by facilitating more efficient and secure inter-department and agency business processes.  
The enterprise HHS ADI is a key enabling technology for complying with a broad range of statutory and policy requirements such as GPEA, PDD 62, PDD 63, PDD 67, HIPAA, and other Federal and HHS requirements for secure electronic exchange of information.  Additionally, this project enables HHS to meet the objectives of the President’s Management Agenda Part 4, “Expanded Electronic Government Initiatives” as well as specific implementation of Federal Public Key Infrastructure (PKI) to promote digital signatures for transactions within the Federal government, between government and businesses and between government and citizens.

Alignment with the HHS Strategic Plan

The ADI initiative is aligned with the following HHS goals:

	HHS Goals
	HHS Objectives
	Description of Alignment

	Goal 2

Enhance the ability of the nation’s health care system to effectively respond to bioterrorism and other public health challenge.
	Objective 2.1

Build the capacity of the health care system to respond to public health threats in a more timely and effective manner, especially bio-terrorism threats.
	The ADI initiative enables secure, confidential email communications and secure data transactions in order to coordinate bio-terrorism response with other agencies, state and local governments, and emergency response organizations in a reliable manner.

	Goal 4

Enhance the capacity and productivity of the nation’s health science research enterprise.
	Objective 4.4

Improve the coordination, communication, and application of health research results.  
	The ADI initiative enables secure, confidential email and other electronic communications that will enhance the speed and reach of disseminating relevant research.

	
	Objective 4.5

Strengthen the mechanisms for ensuring the protection of human subjects and the integrity of the research process.
	The ADI initiative enables secure, confidential exchange of electronic communications and use encryption provided by the NOS and digital signatures to preserve the integrity and non-repudiation of research results.

	Goal 5

Improve the quality of health care services.
	Objective 5.1

Reduce medical errors.
	The ADI initiative ensures secure, digitally signed electronic prescriptions and medical orders are easier to read and understand than handwritten documents.

	
	Objective 5.4

Improve consumer and patient protections.
	The ADI initiative protects patients and citizens by using standard secure solutions provided as part of the NOS to communicate sensitive information.

The initiative also assists in meeting HIPAA requirements.

	
	Objective 5.5

Accelerate the development and use of an electronic health information infrastructure.
	The ADI initiative provides standardized methods and tools for confidentiality and data integrity.  Enable secure, confidential exchange of electronic communications and use encryption provided by the NOS.

	Goal 8

Achieve excellence in management practices.
	Objective 8.1

Create a unified HHS committed to functioning as one department.  
	This initiative establishes a single enterprise information technology infrastructure through the implementation of a certified NOS so that all HHS agencies can perform such transactions easily.

	
	Objective 8.5

Enhance the use of IT in service delivery and record keeping.  
	The ADI initiative supports e-commerce through the use of digital signatures and secure electronic communications.


Alignment with IT Strategies

The ADI initiative is aligned with the following HHS IT goals and objectives:

	IT Goals
	IT Objectives
	Description of Alignment

	Goal 2

Enhance the quality, availability, and delivery of HHS information and services to citizens, employees, businesses, and governments.

	Objective 2.4

Provide technologies enabling HHS employees to work collaboratively and share knowledge.
	The ADI initiative will provide the means for secure communications between HHS employees and access to enterprise repositories and operational systems to enhance and support electronic workflow.  Cross cutting applications and portal services will be enabled.

	Goal 3

Implement an enterprise approach to information technology infrastructure and common administrative systems that will foster innovation and collaboration.

	Objective 3.1

Establish a basis for consolidated infrastructure to achieve interoperability and communication among operating divisions.
	The ADI initiative provides for a single, standardized enterprise-wide approach for the design and implementation of a common NOS with at least Common Criteria configuration in common between all agencies.

	
	Objective 3.3

Enable the unification and simplification of similar IT business processes and services within and across operating divisions.
	Establish a single enterprise information technology infrastructure so that all HHS agencies can perform such transactions easily.


Alignment with Security Efforts

The ADI initiative is a network operating system directory service that will provide the underlying security services to other HHS business processes and applications and serve as the common enabler for enterprise wide directory based integration thus greatly enhancing collaborative and protective abilities throughout HHS.  For example:  AD is necessary to enable PKI, PKI in turn directly provides secure signatures and the ability to accept digitally signed transactions.  Coupled with the Encrypted File System (EFS) included as a component of the W2K AS AD NOS software, PKI is fully enabled locally.  Added to an E-Authentication Gateway, the system is able to validate digital signatures across a network and between networks.

Alignment with E-Gov Efforts

The HHS ADI initiative will provide the technology necessary to support secure Electronic Government (E-Gov) and the internal/external web portal interfaces necessary for web services.  It is an underlying requirement of E-Authentication and is needed to support E-Grants and other E-Gov transactions.  An inward facing and an outward facing single instance of split brain dynamic domain naming system (SBDDNS) is included as part of the operating system and is configured at the time of installation of W2K AS AD.
Management of the Initiative

This program team should be chartered with the duty of overseeing the HHS ADI initiative under the sponsorship of the HHS CIO.  The Program Manager has financial responsibility and authority in accordance with the HHS Governance Structure and Funds Control policies and procedures.

Milestones

The HHS ADI initiative ensures the fulfillment of the following milestones for each individual agency and each individual migration.  Considering that only four of thirteen agencies have or are currently migrating to the W2K AS AD platform, there will be a minimum of nine agencies who must undertake a migration.  A typical Project Timetable listing the milestones and deliverables is shown below.  These dates are for example only, it is not the intention to represent all nine agencies undertaking a migration starting on exactly the same date and ending on the same date.  Rather, agencies can use this information to begin developing their requirements analysis and their own migration scenarios internally.  The starting date of October 6, 2003 is an optimistic estimate marking the beginning of FY 2004.  
	Milestone
	Completion Date

	Project Oversight and management
	March 26, 2004

	Design/Migration
	December 3, 2003

	Design Phase

	November 24, 2003

	Healthcheck
	October 8, 2003

	Development of Updated Assessment Doc
	October 17, 2003

	Resolve DNS Issues with Forest
	October 17, 2003

	Define Requirements and Assumptions
	October 22, 2003

	Requirements Analysis
	October 10, 2003

	Develop Draft Requirements Definition
	October 22, 2003

	Architecture Design
	November 12, 2003

	Develop Windows 2000 Architecture and Design
	October 29, 2003

	Develop Infrastructure Design

	October 29, 2003

	Development of Server Build Document
	November 5, 2003

	Develop Architecture Document
	November 12, 2003

	Independent Review
	November 19, 2003

	Update Architecture Document
	November 20, 2003

	Submit Final Report
	November 21, 2003

	Design Milestone
	November 24, 2003

	Migration Planning Phase
	December 3, 2003

	Proof of Concept/Prototype Testing Phase
	December 16, 2003

	Pilot Phase
	January 5, 2004

	Implementation Phase
	February 20, 2004

	Staged Deployment Team Development and Training
	January 15, 2004

	Notify Users
	January 15, 2004

	Conduct Server Migration/Upgrade at Headquarters
	February 2, 2004

	Conduct Server Migration/Upgrade at Regional Offices
	February 11, 2004

	Implement and Document Configuration Deviations
	February 13, 2004

	Internal QA
	February 12, 2004

	Final Configuration Documentation
	February 13, 2004

	Develop Post-migration Documentation
	February 20, 2004

	Server Configuration Information
	February 20, 2004

	Issues Occurring During the Migration and Resolutions
	February 20, 2004

	Outstanding Issues and Associated Responsibilities
	February 20, 2004

	Maintenance and Monitoring Procedures
	February 20, 2004

	Customer Satisfaction Surveys
	February 20, 2004


Reporting Requirements

The ADI initiative provides the following reports:

	Reporting Requirement
	Frequency

	HHS CIO Council
	Quarterly

	HHS ITIRB
	Annual


Performance Goals and Measures

The HHS ADI initiative defined the following performance goals and measures:

	Initiative
Goals Supported
	Existing Baseline
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY 2003

	Design and build the enterprise-wide infrastructure needed to implement Active Directory as the network operating system (NOS) directory service across all OPDIVs.
	CDC, OIG and OS have completed AD implementations, NIH will complete their AD implementation within months.
	Form integrated program team, assist agencies with technical architecture decisions and WBS, encourage internal requirements analysis and design.
	Complete and document progress by August 1, 2003.

	
	CDC, OIG and OS have completed AD implementations, NIH will complete their AD implementation within months.
	Concurrently implement instances of MMS to support the integration of directory service resources between enterprise repositories (data warehouses, data stores, enterprise reporting, knowledge management) and operational systems (authorized cross cutting applications such as UFMS, PKI etc., E-Government applications including outward facing web portals and web services, and legacy applications).
	Deploy test bed MMS during FY 2003.

	Design, implement and complete the migration of disparate, fractional and legacy agency network operating systems to the W2K AS AD NOS at a minimum, extending to the completion of migrations to the Windows Server 2003 AD platform.
	CDC, OIG and OS have completed AD implementations.  NIH will complete their AD implementation within months.
	Encourage and assist agencies to replace or migrate from legacy NOSs to W2K AS AD, while studying and testing a secondary migration (before 2008) to Windows Server 2003.  Request the acquisition of an HHS-wide  subscription to a vendor neutral research service to allow agency ADIPT representatives to pass the 80 to 90 decision points needed toward participation in enterprise wide directory and security services.
	Number of agencies migrated, number of HHS users included.

	Implement AD in native mode across all agencies, while designing and configuring these systems to be in compliance with NIST Common Criteria Certification requirements for either W2K AD AS SP3 (ADv1) or for Windows Server 2003 (ADv2), whichever the case may be.
	OS has implemented its platform according to Common Criteria requirements and awaits the implementation of a VBNS+ for its use.
	Encourage and assist agencies to specify requirements and design to configure their systems according to Common Criteria certification requirements.  Support and promote the implementation of department wide Very High Bandwidth Network Services and related implementation of IP version 6 as components of the physical topology internally between agencies and between HHS and outward facing E-Government network components to assure fast, reliable and secure transactions.
	Number of agencies implementing certifiable platforms with sufficient bandwidth and a secure physical topology.


Risk Mitigation
The ADI initiative identified the following risks and developed strategies to mitigate those risks, as outlined in the following table:

	Risk
	Description
	Probability
	Mitigation Strategy
	Status

	Schedule
	Running over the planned deployment timeline.
	Medium
	Managed through use of:

Earned Value Management (EVM) process.

Commercial products, with limited customization (COTS).

A detailed work breakdown structure reviewed and rolled up to the ADIPT, periodic review by the HHS CIO Council.
	Managed

	Cost
	Falls into three categories; paying too much for items, purchasing unnecessary items, cost overruns.
	Medium
	Leverage pre-competed contracts and existing government contracting vehicles. 

Purchase of commercial products with little customization.

Manage costs throughout the project life cycle.

Following a phased implementation plan leading to an incremental purchase methodology.
	Managed

	Technical Obsolescence
	Obsolescence of software and hardware.
	Medium
	Designing and implementing a modular systems architecture that enables the inclusion of new sub-systems as they become available.

Purchasing COTS products and appropriate support agreements in order to reduce dependency upon custom implementations and to manage technical currency.

Building the system standards based on the Microsoft standard for Active Directory v.1 and v.2.
	Managed

	Feasibility
	Approach and/or technologies deployed within the project are unable to meet HHS Business requirements.
	Low
	Leveraging previous work and best practices from other agencies.

Participating in Federal PKI work groups.

Purchasing COTS products.

Conducting a detailed requirements analysis to determine and capture HHS business needs.
	Managed

	Reliability of Systems
	Falls primarily into two categories:  the initial reliability of the systems design and construction, and the ongoing reliability of the production systems.
	Low
	Initial reliability of the system is accomplished through the project management and control processes used to manage and build the system.

Ongoing system reliability is supported through the deployment of redundant, high availability, geographic separation of components, disaster recovery implementation, clustering, and enterprise wide backup and replication implementations.  Additional reliability support is provided through a MMS laboratory for maintenance, testing, configuration management, and training.
	Managed

	Dependencies and Inter-operability
	Involves internal HHS systems and external systems such as those to be developed through future development of Federal Enterprise Architecture technical reference models.
	Low
	Continued over sight and sponsorship by HHS CIO Council.

A primary design goal of the project is designing and testing the system for integration and certification with the FBCA and E-Authentication projects.

Define common tool set for use within HHS Operational Divisions.

A detailed requirements analysis has been completed.  Detailed discussions with end-user community have been completed and included in the project requirements.

The project uses COTS technology and products.
	Managed

	Surety Considerations
	Asset protection and continued viability of vendors.
	Medium
	Implementing a Security Plan, Disaster Recovery Plan, Quality Assurance Plan.

Vendor due diligence.

Adopting best practices from other Federal agencies.

Designing and building the system in a modular, vendor neutral manner using open standards.
	Managed

	Overall risk of project failure
	A negative impact on dependent HHS business systems and ability of HHS to meet mandated regulatory measures and HHS’ internal strategic goal of performing as One HHS – One Network.
	Low
	Careful phasing of the project from design, proof-of-concept, limited initial deployment, to full deployment, along with the other risk management strategies.  The maturity of this technology (1998 to 2003) also contribute to the diminution of risk.
	Managed

	Organizational and change management
	Involve introduction of an enterprise-wide technology within HHS.
	Medium
	Continued oversight and sponsorship by HHS CIO Council.

Participation by individual agencies.

Continued project oversight by the inter-operation division PKI Program Team.

Continued alignment and promotion of the HHS IT Strategic Plan.
	Managed

	Project Resources
	Sufficient and skilled resources.
	Medium
	Manage the project with Earned Value Management processes.

Utilize Performance-Based Contracting.
	Managed

	Technology
	Center upon the feasibility, availability, interoperability and stability of the core systems components.
	Medium
	ADv1 and ADv2 and MMS 3.0 are readily available technologies, built on Microsoft open standards and currently deployed in commercial and government organizations as such, the technology risks are very low for this project.

Leverage best practices of other government agencies.

Adopt commercial products with little customization.
	Managed

	Strategic
	Centered upon the risk that this project may not be consistent with HHS’ IT architecture and long term strategic goals.
	Low
	This ADI initiative is a direct result of the HHS IT strategic plan, where implementing an Enterprise-wide AD was designated as a high priority HHS IT strategic initiative.  It is also a key component of the President’s Management Agenda and an enabling technology for meeting GPEA, HIPAA and other Legislative and E-Government requirements.
	Eliminated

	Security
	Involves confidentiality, integrity and availability of the systems used to provide the PKI security support system services.
	Low
	Does not generate, manage or utilize confidential information.  

 Directory information remains under the immediate control of the agency.

  Shared enterprise and operational repositories, or only parts of them, are made available to specifically authorized groups, individuals or applications, and this is controlled by the originating agency not the ADIPT or the system itself.  

MMS contains no actual directory information, rather it points to the location and method by which the information can be attained.
	Managed

	Privacy
	Involves the possibility of inadvertent release or compromise of confidential data..
	Low
	Does not generate, manage or utilize confidential information.  

Directory information remains under the immediate control of the agency.  

Shared enterprise and operational repositories, or only parts of them, are made available to specifically authorized groups, individuals or applications, and this is controlled by the originating agency not the ADIPT or the system itself.  

MMS contains no actual directory information, rather it points to the location and method by which the information can be attained.
	Managed
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