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Departmental IT Security Program

Description

The Departmental IT Security Program is managed by OIRM, under the supervision of the HHS designated Chief Security Officer (CSO).  While centrally managed by OIRM, the project will require close coordination with all OPDIV CIOs and Information Systems Security Officers (ISSOs).  It encompasses five major components to include Planning, Policy and Controls, Oversight and Evaluation, Training and Awareness and Outreach.

Goals

The Departmental IT Security Program identified seven goals for this initiative:

	Goal 1  (
	Develop and implement a metrics program to measure confidentiality, integrity, and availability of It resources throughout the Department.

	Goal 2  (
	Update the IT security policy and implementation guidelines so that the IT security program is compliant with NIST standards and all applicable federal requirements.

	Goal 3  (
	Complete C&A for all IT assets.

	Goal 4  (
	Update IT security policy and implementation guidelines.

	Goal 5  (
	Ensure OPDIVs implement updated IT security policy and implementation guidelines.

	Goal 6  (
	Foster OPDIV participation in the policy revision process.

	Goal 7  (
	Provide all HHS employees and contractors with annual security awareness programs.

	Goal 8  (
	Provide all HHS employees with security responsibilities with security related training opportunities.

	Goal 9  (
	Maintain current IT capital plans for all IT investments.

	Goal 10(
	Each IT investment has a documented plan for addressing security at each stage in the investment’s lifecycle.


The program team also identified three key objectives:

	Objective 1   (
	Further Secretary Thompson’s One HHS vision.

	Objective 2   (
	Improve the overall security posture of HHS and meet outstanding GISRA requirements by October 2003.

	Objective 3   (
	Assist in National and Homeland Security initiatives.


Scope 

The HHS IT Security Program affects every Department OPDIV and all personnel.  It requires close coordination between the Department CSO and the OPDIV CIOs and ISSOs. 

Justification

Alignment with the HHS Strategic Plan

The Departmental IT Security Program contributes to achieving many of the HHS goals and objectives.  However, it directly aligns with the following HHS strategic goals:

	HHS Goal
	HHS Objective
	Description of Alignment

	Goal 2

Enhance the ability of the Nation’s healthcare system to effectively respond to bioterrorism and other public health challenges.
	Objective 2.1

Build the capacity of the health care system to respond to public health threats in a more timely and effective manner, especially bioterrorism threats.
	The Departmental IT Security Program creates a centrally managed, comprehensive information security program designed to provide the highest levels of confidentiality, integrity and availability necessary to protect the Department information and information resources.  In order to effectively respond to national health emergencies or crisis, the Department’s OPDIVs need access to information repositories, as well as the ability to communicate effectively with other federal organizations. The Department’s ability to achieve its mission, particularly in the event of a nation-wide health emergency, is heavily dependent on its information networks providing both internal Department connectivity as well as external connectivity.  Providing adequate levels of protection for these networks and the information they store and transmit is therefore paramount to the Department mission and in direct support of HHS Goal 2.  

	Goal 8  


Achieve excellence in management practices.
	Objective 8.1

Create a unified HHS committed to functioning as one Department.
	The Departmental IT Security Program employs best practices from the Federal government and leading organizations to significantly improve the Department’s information security management practices. The program creates a centralized management body responsible for establishing and standardizing effective and efficient information security processes throughout the enterprise.   

	
	Objective 8.5

Enhance the use of IT in service delivery and record keeping.
	This initiative directly aligns with this objective as it furthers the use of IT in creating a more efficient, effective, and secure operating environment within HHS.  It promotes improved communication and collaboration among customers / stakeholders, while enhancing the ability to conduct business transactions.


Alignment with IT Strategies

Departmental IT Security Program also contributes directly to the following HHS IT goals:

	IT Goal
	IT Objective
	Description of Alignment

	Goal 1

Provide a secure and trusted IT environment.
	All Objectives

	The Departmental IT Security Program initiative is intended to establish an information security program designed to provide increased information assurance for HHS by establishing a centrally-managed, information security program.  One of the intended objectives of the HHS information security program is to provide a secure and trusted IT environment in which all HHS information assets are afforded adequate levels of confidentiality, integrity and availability.

	Goal 5
Achieve excellence in IT management practices.
	Objective 5.4

Establish and maintain IT policies and SOPs to ensure compliance with evolving Federal legislation and OMB regulations.
	The Departmental IT Security Program project directly supports this goal because it seeks to improve the management of information security functions by:

· Establishing a certification and accreditation process designed to help the Department comply with several legislative initiatives to include FISMA and OMB Circular A-130, Appendix II, Information Security and HIPAA.

· Establishing an Oversight and Evaluation component to enforce Department’s adherence to established information security policies and procedures.

· Modernizing the Department’s information security policy development and promulgation process to ensure continuous compliance with federal laws and regulations and to adopt beneficial best federal or industry practices. 


Alignment with E-Government Efforts

The Departmental IT Security Program supports E-Government efforts as its activities are, among other goals discussed, intended to help bring the Department into compliance with the E-Gov Act, specifically Subtitle III, Information Security.  It does so by:

· Developing and implementing a Department-wide Information Security Program led by the senior designated information security officer, the CSO, under the authority of the Office of the HHS CIO.

· Establishing a Departmental office responsible for information security management whose primary mission is to fulfill the requirement of the E-Gov Act, specifically Subtitle III, Information Security.

· Revising policies and procedures to ensure that they reflect the requirements of the Act and other applicable federal and Departmental requirements.

· Creating enterprise templates for information security and contingency plans, the creation of which is required by the Act.

· Creating a self-assessment process to ensure the collection and analysis of data to fulfill reporting requirements enacted by the Act.

Management of the Initiative

The HHS CIO and the HHS CSP will manage the Departmental IT Security Program to include development of appropriate program plans, implementation strategies and activities, and project oversight.  

Milestones and Deliverables

OIRM, as the responsible organizational entity for the Department IT Security Program, ensures the fulfillment of the following milestones. 
	Milestone
	Completion Date

	HHS Security Program Plan Developed
	July 31, 2003

	Automated NIST Self-Assessment Tool Evaluated
	June 30, 2003

	NIST Self-Assessment Tool Selected
	December 31, 2004

	Enterprise NIST Self-Assessment Tool Implemented
	March 31, 2004

	Metrics to Measure Compliance Improvement Completed
	July 31, 2003

	OPDIV Outreach Communication Plan Completed
	June 30, 2003

	Training for OPDIV ISSOs Completed
	Ongoing

	C&A Documentation Templates Completed
	TBD

	HHS Information Security Policy Revision Completed
	 July 31, 2003

	Implement Program Planning program component.
	March 31, 2004

	Implement Policy and Controls program component.
	March 31, 2004

	Implement Training and Awareness program component.
	March 31, 2004

	Implement Outreach program component.
	March 31, 2004

	Implement Oversight and Evaluation program component.
	March 31, 2004


Reporting Requirements

The CSO will track and monitor project status through the following reporting requirements.

	Reporting Requirement
	Frequency

	Plan of Actions
	Quarterly

	Milestone Reports
	Quarterly

	FISMA Reports
	Quarterly


Performance Goals and Measures

The Departmental IT Security Program defined the following performance goals and measures.

	Goals Supported
	Existing Baseline
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY 2003-2004

	· Develop and implement a metrics program to measure confidentiality, integrity, and availability of It resources throughout the Department.
	HHS does not currently have in place a comprehensive information security metrics program.
	Develop a comprehensive set of information security measures for all components of the information security program that gauge confidentiality, integrity and availability.
	· Number of performance measures established to measure confidentiality, integrity, and availability of IT resources.

	· Update the IT security policy and implementation guidelines so that the IT security program is compliant with NIST standards and all applicable federal requirements.


	Current HHS policy is outdated and does not meet latest federal laws, requirements and NIST guidance.
	Create performance measurement process to ensure HHS OPDIVs utilize established performance measures to gauge the effectiveness of their information security program.
	· Percentage of OPDIVs that responded to performance measures established to measure confidentiality, integrity, and availability.

	· 
	
	Complete the update of IT security policies. 

Develop IT security handbook and develop guides that directly support FISMA requirements.
	· IG and OMB concurrence that the IT security policy, handbook and guides are compliant with NIST standards and all applicable federal requirements.

	· Complete C&A for most critical CIP IT assets.
	Only a limited number of HHS CIP IT assets have undergone C&A.
	Perform C&A for all HHS CIP IT assets.


	· Percentage of HHS CIP IT assets that have received full accreditation

	· Update IT security policy and implementation guidelines.


	HHS security policies and are currently being updated.
	Complete the update of IT security policies and implementation guidance. 


	· HHS Information security policies are completed and up to date.



	· Ensure OPDIVs implement updated IT security policy and implementation guidelines.
	HHS does not currently have in place a mechanism to verify OPDIV compliance with HHS security policies and procedures. Percentage of OPDIVs that comply with existing policies is unknown.
	Perform annual information security compliance review of all HHS OPDIVs.


	· Percentage of OPDIVs that undergo information security compliance reviews.

	· 
	
	Determine OPDIV compliance with HHS information security policies and implementation guidelines.
	· Percentage of OPDIVs who receive compliance reviews that indicate they are in compliance with the IT security policy and implementation guidelines.

	
	
	Provide post compliance review feedback to OPDIV on their information security compliance status.
	· Percentage of OPDIVs who were subject to a compliance review that received both a briefing and a written report of their security posture.

	· Foster OPDIV participation in the policy revision process.


	OPDIV participation in the policy revision process is ad-hoc and limited.
	Establish mechanism to allow (can’t force them to do it) full OPDIV participation in the information security revision process.


	· Percentage of OPDIVs that participated in the information policy review process.

· Percentage of OPDIVs who provided feedback on the Department revision of the IT Security Policy, Handbook, and Guides.

	· Provide all HHS employees and contractors with annual security awareness programs.
	HHS does have in place a comprehensive IT security awareness and training.


	Provide annual information security training for 100% of  HHS personnel and contractors.
	· Percentage of HHS employees who participated in the annual security awareness program.

	· Provide all HHS employees with security responsibilities with security related training opportunities.
	HHS does not currently have in place a formalized program to provide comprehensive training opportunities for personnel with security responsibilities.
	Establish comprehensive and diverse information security curriculum that includes both internal and formalized external training opportunities for HHS professionals with security responsibilities.
	· Percentage of HHS employees with security responsibilities who took security related training annually.

	· 
	
	
	· Number of specialized HHS IT security curriculum courses offered at HHS for information security professionals.

	· 
	
	
	· Number of specialized external information security courses available to HHS IT professionals through established partnerships with vendors or formalized career enhancement curriculum.

	· Maintain current IT capital plans for all IT investments.


	HHS currently has in place an IT investment capital process but no means to ensure frequent updates.
	Establish process to ensure capital plans are updated as project expenditures or scope deviates by 10% or more.
	· Percentage of capital plans for IT investments that deviate from original cost or scope by 10% or more that are updated.

	· 
	
	
	· Percentage of IT investments where the money spent for security is commensurate or exceeds that planned for the IT investment.

	· Each IT investment has a documented plan for addressing security at each stage in the investment’s lifecycle.
	IT investment plans do not uniformly address IT security throughout the lifecycle of the IT asset.


	Establish documented investment plans that include security at each stage of the IT lifecycle for all HHS IT investments that. 
	· Percentage of IT investments that have a documented plan for addressing security by lifecycle phase.




Risk Mitigation
The Departmental IT Security Program identified the following risks and developed strategies to mitigate those risks.

	Risk
	Description
	Probability
	Mitigation Strategy
	Status

	Cost
	Lack of funding necessary to complete all project activities.
	Low
	Secure funding for all project activities prior to procuring support for such activities.
	Funding secured

	Schedule

Management
	Lack of necessary coordination with all affected HHS OPDIV.
	Medium
	Establish periodic CIO Council meetings and other forums to communicate project progress and exchange information.
	Ongoing

	Cost
	Inability to properly staff information security organization to carry out the functions of the Information Security Program.
	Low
	Establish FTE and contract support staffing plans with projected costs for HHS Information Security Program and submit the staffing plan for senior management approval in the first phase of the project so that adjustments to the program can be should HHS not be able to obtain the required staffing levels.
	Ongoing

	Technology
	Lack of commercially available NIST Self-Assessment tools that meet HHS requirements and are compatible with the HHS IT environment.
	High
	Obtain NIST ASSET for FY04 FISMA reporting or develop alternate FISMA performance data gathering methodology.
	Ongoing
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